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Dear Sir: 

I. Jingnan Huang, do hereby declare and state as follows: 

1 . ( am one of the co-inventors of the above- identified U.S. patent application ("the 
subject appli cation' 

2. The subject application was filed as International Patent Application 
PCT/CN2003/000524 on July 2, 2003, which claims priority to Chinese Patent Application 
02130660.5 Hied September 16, 2002 ("Chinese priority application") and which entered into the 
U.S. national stage on October 27, 2005, as is evidenced by the attached executed Declaration 
(Exhibit A). 

3. 1 have reviewed and understand the subject application, including the currently ; 
pending claims with any and all amendments (the ''Claimed Invention'-). 

, 4. We conceived the invention covered by the Claimed Invention prior to August 19, 
2002. as is evidenced by the attached Exhibit B 9 which is a wriUeiji document prepared by myself 
describing the Claimed Invention (the "Invention Record"). An English-language translation of 
selected portions in the Invention Record is also provided as part bf Exhibit B. The actual datejon 
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the Invention Record and any description not relevant to the conception of the Claimed Invention 
have been redacted. Nevertheless, Lhe actual date of this Invention Record predates August 19, 
2002- Therefore, the Invention Record establishes at least the conception of the Claimed 
Invention prior to August 19, 2002. 

5. On August 5, 2002, Mr. Yujin Luo, a co-inventor and patent liaison, forwarded the 
invention Record to Mr. Shan Jiang, the team leader of the research project who then forwarded 
the Invention Record to Mr. Yefei Dong, patent counsel of Lenovo (Beijing) Limited, who 
subsequently forwarded the Invention Record to Ms. Qi Wang of the law firm Deqi in Beijing, 
China for preparation of the Chinese priority application. The above activities are evidenced by 
the attached Exhibit C, which is a copy of email correspondences between the above individuals 
concerning the preparation of the Chinese priority application. 

6. The inventors then worked with the law firm Deqi to prepare and finalize the draft 
application as is evidenced by the attached Exhibit D, which is a copy of the September 12, 2002 
email from Lencvo's in-house patent counsel to the law firm Deqi concerning the preparation of 
the Chinese priority application, before it is filed on September 16, 2002. 

7. The preparation of the Chinese priority application covering the Claimed Invention 
was thus diligently pursued from prior to August 1 9, 2002 to the filing of the Chinese priority 
application on September \6, 2002. 

8. The attached Exhibits ate photocopies of original drawings, records, and other 
original evidence of the conception and reduction to practice of the Claimed Invention. 

Al! statements made herein of my own knowledge are true and all statements made on 
information and belief arc believed to be true; and these statements were made with the knowledge 
that willful false statements and the like so made arc punishable by fine or imprisonment, or both, 

under Sv^lion 1001 of Title )d of the United States Cod* and that such willful £ind false statements 

may jeopardize the validity of the above- identified patent 
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EXHIBIT A 



UNITED STATES OF AMERICA COMBINED DECLARATION 
AND POWER OF ATTORNEY FOR PATENT APPLICATION 



FILE NO. 

L4050.0002 
FP05005US 



THE METHOD FOR CONNECTING DEVICES IN DYNAMIC FAMILY NETWORKING 

the specification of which is attached hereto, unless the following box is checked: ™"*~ ~™ — - _ 

53 was filed on lulv 2, 2003 as United States patent Application Number or PCT International patent 
application number PCT/CN2003/0Q0524 and was amended on (if any). 

I hereby state that I have reviewed and understand the contents of the above identified specification, including the claims, as amended by any 
amendment referred to above. 

I acknowledge the duty to disclose all information known to be material to patentability in accordance with Title 37, Code of Federal Regulations, 
§1.56. 

I hereby claim priority benefits under Title 35, United States Code §1 19 of any foreign application^) for patent or inventor's certificate or United States 
provisional application^) listed below and have also identified below any foreign application for patent or inventor's certificate having a filing date before 
that of the application on which priority is claimed: 

Prior Foreign or Provisional Application^ ) 



COUNTRY 



APPLICATION NUMBER 



DATE OF FILING 
(day, month, year) 



PRIORITY CLAIMED 
UNDER 35 U.S.C. § 1 19 



China 



02130660.5 



16, September, 2002 



g3YES Dno 



□yes Dno 



1 hereby claim the benetil under Title 35, United States Code, §120 oi any United States app I ication(s) listed below and. insofar as the subject matter of 
each of the claims of this application is not disclosed in the prior United States application in the manner provided by the first paragraph of Title 35, 
United States Code, §1 12, 1 acknowledge the duty to disclose information which is material to patentability as defined in Title 37, Code of Federal 
Regulations, §1.56 which became available between the filing date of the prior application and the national or PCT international filing date of this 
application. 



□yes Dno 



UNITED STATES 
APPLICATION NUMBER 



DATE OF FILING 
(day, month, year) 



STATUS 
(patented, pending, abandoned) 



I hereby appoint customer no. 32172, DICKSTEfN, SHAPIRO, MORIN & OSHINSKY, LLP, as attorneys with full power of substitution and 
revocation to prosecute this application, to transact all business in the Patent & Trademark Office connected therewith and to receive all correspondence. 

SEND CORRESPONDENCE TO: DICKSTEIN, SHAPIRO, MORIN & OSHINSKY, LLP 
1 1 77 Avenue of the Americas, 4 1 st Floor 



New York, NY 10036-2714 



DIRECT TELEPHONE CALLS TO: 
(212) 835-1400 



In the event that the filing date and/or Application No. are not entered above at the time 1 execute this document, and if such information is deemed 
necessary, I hereby authorize and request my attorneys/agcnt(s) to insert above the filing date and/or Application No. of said application. 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief arc believed to be 
true; and further that these statements were made with the knowledge that willful false statements and the like so made are punishable by fme or 
imprisonment, or both, under Section 1001 of Title 18 of the United States Code, and that such willful false statements mav jeopardize the validity of the 
application or any patent issued thereon. 



FULL NAME OF SOLE OR. FIRST INVENTOR 

Jingnan HUANG 


INVENTOR'S SIGNATURE 


DATE 


RESIDENCE (City and either State or Foreign Country) & Q 

Beijing, China 


COUNTRY OF CITIZENSHIP 1 

China 


POST OFFICE ADDRESS 

#6 Chuangye Road, Shangdi Information Industry Base, Haidian District, Beijing, P.R. China 
100085 


FULL NAME OF SECOND JOINT INVENTOR (if wf) 

Yujin LUO 


INVENTOR'S SIGNATURE 




RESIDENCE (City and either State or Foreign Country) 

Beijing, China 


COUNTRY OF CITIZENSHIP 

China 


POST OFFICE ADDRESS 

#6 Chuangye Road, Shangdi Information Industry Base, Haidian District, Beijing, P.R. China 
100085 
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UNITED STATES OF AMERICA 
COMBINED DECLARATION AND POWER OF ATTORNEY 
FOR PATENT APPLICATION 


FILE NO. 
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COUNTRY 


APPLICATION NUMBER 


DATE OF FILING (day. month, year) 


PRIORITY CLAIMED 
UNDER 35 U.S.C. 1 19 








□YES C3NO 








□yes Dno 








□yes Ono 








□yes Ono 








□yes Dno 








□yes Qno 








□yes Ono 








□yes Ono 


I hereby declare lhat all statements made herein of my own knowledge are true and that all statements made on information and belief are believed 
to be true; and further that these statements were made with the knowledge that willful false statements and the like so made are punishable by fine or 
imprisonment, or both, under Section 1001 of Title 18 of the United Stales Code and lhat such willful false statements may jeopardize the validity of 
the application or any patent issued thereon, 


FULL NAME OF THIRD JOINT INVENTOR, IF ANY 

Yuanyi ZHANG 


INVENTOR'S SIGNATURE 


DATE 


RESIDENCE (City and either State or Foreign Country) 

Beijing, China 


COUNTRY OF CITIZENSHIP 

China 


POST OFFICE ADDRESS 

#6 Chuangye Road, Shangdi Information Industry Base, Haidian District, Beijing, P.R. 
China 100085 


FULL NAME OF FOURTH JOINT INVENTOR, IP ANY 

Xiangdong LIU 


INVENTOR'S SIGNATURE/ . . 1 DATE 


RESIDENCE (City and either State or Foreign Country) 

Beijing, China 


COUNTRY OF CITIZENSHIP 

China 


POST OFFICE ADDRESS 

#6 Chuangye Road, Shangdi Information Industry Base, Haidian District, Beijing, P.R. 
China 100085 


FULL NAME OF FIFTH JOINT INVENTOR. IF ANY 

Weif eng ZHUANG 


rNVEN TOR'S SIGNATURE 


MS 


DATE 


RESIDENCE (City and either State or Foreign Country) 

Beijing, China 


COUNTRY OF CITIZENSHIP 

China 


POST OFFICE ADDRESS 

#6 Chuangye Road, Shangdi Information Industry Base, Haidian District, Beijing, P.R. 
China 100085 


FULL NAME OF SIXTH JOINT INVENTOR, IF ANY 

Dekui ZHANG 


INVENTOR'S SIGNATURE 




RESIDENCE (City and either State or Foreign Country) 

Beijing, China 


COUNTRY^©) CITIZENSHIP } 

China 


POST OFFICE ADDRESS 

#6 Chuangye Road, Shangdi Information Industry Base, Haidian District, Beijing, P.R. 
China 100085 
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UNITED STATES OF AMERICA 
COMBINED DECLARATION AND POWER OF ATTORNEY 
FOR PATENT APPLICATION 


FILE NO. 
L4050.00Q2 
FP05005US 


COUNTRY 


APPLICATION NUMBER 


DATE OF FILTNG (day, month, year) 


PRIORITY CLAIMED 
UNDER 35 U.S.C- 119 








□YES dNO 








□ YES DNO 








□yes Dno 








□yes Dno 








□yes Dno 








□yes Qno 








□yes Qno 








□yes Qno 


I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and bdief J^ved 
to be Ttrue- and further mat these statements were made with the knowledge that willfu iaise statements and the hke so made are punishable by fine or 
imprisonmSlt, oS^nder Section 1O01 of Tide 1 8 of the United Stales Code and lhat such willful false statements may jeopardize the validity of 
the application or any patent issued thereon. 


FULL NAME OF SEVENTH IOINT INVENTOR, IF AMY 

Yanoin REN 


INVENTORS SIGNATURE 


DATE 


RESIDENCE (City and eUher State or Foreign Country) 

Beinno:. China 


COUNTRY OF CITIZENSHIP 

China 


POST OFFICE ADDRESS 

#6 Chuangye Road, Shangdi Information Industry Base, Haidian District Beijing, P.R. 
Chi™ 100085 


FULL NAME OF EIGHTH JOINT INVENTOR, IF ANY 

Mine LI 


INVENTOR'S SIGNATURE 

/VI /i ix. LI 


DATE 


RESIDENCE (City and either State or Foreign Country) 

rViiirip r China 


COUNTRY OF CITIZENSHIP 

China 


POST OFFICE ADDRESS 

#6 Chuangye Road, Shangdi Information Industry Base, Haidian District Beijing, P.R. 
China 100085 


FULL NAME OF NINTH JOINT INVENTOR, IF ANY 

Chuane MENG 


INVENTOR'S SIGNATURE 


DATE 


RESIDENCE (City and either State or Foreign Country) 

Beiiine. China 


COUNTRY OF CITIZENSHIP 

China 


POST OFFICE ADDRESS 

#6 Chuangye Road, Shangdi Information Industry Base, Haidian District, Beijing, P.R. 
China 100085 


FULL NAME OF TENTH JOINT INVENTOR, IF ANY 

Shan TIANG 


INVENTORS.SIGNATURE 

Shan Ji a* 




DATE I 


RESIDENCE (City and either State or Foreign Country) 

Beiiine. China 


COUNTRY OF CITIZENSHIP 

China 


POST OFFICE ADDRESS 

#6 Chuangye Road, Shangdi Information Industry Base, Haidian District, Beijing, P.R. 
China 100085 
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Technical description for patent application 



Title 


Peer to peer device connection method in home network 


Invention 
Type 


Invention 


author 


Huang jingnan 






date 





• The goal of this invention 



The goal of home network is to make devices in the network can be 
connected and share resource to each other. In the case of existing resource 
management device, devices in the network can be managed by the resource 
management device which is described in another patent application 
document "device register and un-register in the home network". But it will not 
be true that all home networks will have a fixed resource management device. 
The goal of this invention is to propose a mechanism to implement peer to 
peer device connection. Based on this kind of device connection, devices can 
be connected and share resource to each other without the help of centralized 
resource management device. 

• Technical description 

1 . device involved 

Peer to peer connecting including a connection initiate device and a 
connection target device while the target device is decided by the initiate 
device. These two devices all need to install software to support peer to peer 
connection. 

2. device connection: 

To establish peer to peer connection, initiate device must firstly discover the 
target device before peer to peer connection process. 

2. 1 device discovery 

Device discovery includes two phrases: device announcement and device 
discover. 

When the device begins running, the software on the device should announce 
its existing information and related security requirement according to another 
patent application document "device announcement method ". 
With the help of device announcement and device discover method described 
in another patent document "device discovery method", the devices in the 
home network can find each other. 

2. 2 device connection 

Figure 2 describes the device connection process. It includes 8 steps: security 



key setting, connection request sending, connection request process, 
challenge value sending, challenge value process, challenge response 
sending, connection response sending, connection response process. 

2. 2. 1 security key setting 

Home network administer or user should firstly set the security settings 
according to another patent application document" security mechanism" 

2 . 2 . 2 connection request sending 



Connection initiate device sends a device connecting request to a connection 
target device in the network. Here connecting request should include following 
information. 



Field Name 


Content 


Value Range 


Type of message 


connection creating 
request 


a character string 
(ConnectRequest) 


Serial number of 
message 


serial number of 
protocol message 


an unsigned integer more than 
1 


User name 


indicating user's 
information of the 
device j 


a character string whose length 
is more than 1 and less than 
32 


Serial number of 

connection 

request 


request's serial number 
during the connecting 
procedure 


[1] 



2. 2. 3 connection request process 



When the connection target device receives the connection request from the 
connection initiating device, it firstly judges whether the number of connection 
initiating devices currently connected with the present connection target 
device has reached the upper limit of the allowed connection number. If so, it 
returns a connection response message whose connecting result is overload 
(OVERLOAD) in a subsequent step, and this device connecting procedure is 
ended. Otherwise, it further judges whether the user information of the 
connection initiating device is in the present connection target device 
according to the user information indicated in the device connecting request. If 
not so, then it returns a connection response message whose connecting 
result is denial of access (ACCESSDENIED). Otherwise, a challenge value 
whose length is 32 bits are randomly generated, and based on which, a 
connection challenge value message is generated in order to be sent to the 
connection initiating device, and the challenge value is also saved for later 



usages (such as waiting for the arrival of a response value so as to make a 
comparison). 

Initiate response message is described in 2.2.8. 



2, 2 . 4 challenge value sending 

The connection target device sends it to the connection initiating device. !n 
this step, the message should include following information: 



Field Name 


Content 


Value Range 


Serial number of 
message 


serial number of protocol 
message 


an unsigned integer 
more than 1 


Challenge value 


ChallengeValue 


a 32 bits long character 
string 



2 . 2 . 5 challenge value process 



After receiving the connection challenge value message, the connection 
initiating device should retrieve whether there is key information 
corresponding to the challenge value in the device itself. If there isn't, then the 
present connection is failed, and the present connecting procedure is ended. 
Otherwise, a reply value (a response value. Response) should be generated 
in accordance with the security mechanism according to the challenge value 
and the key (after receiving the identity authenticating algorithm identifier ID 
and the challenge value, the connection initiating device encrypts the 
challenge value with its own key), and is sent to the connection target device. 

2 . 2 . 6 challenge response sending 

After challenge response value generating, connection request initiate device 
should send it back to connection target device. The message should includes 
following information. 



Field Name 


Content 


Value Range 


Serial number of 
message 


serial number of protocol 
message 


an unsigned integer 
more than 1 


response value 


Challenge response value 


a 32 bits long character 
string 



2. 2. 7 challenge response process 



After receiving the challenge response value sent from the connection 
initiating device, the connection target device should judge whether this reply 
value is valid according to the saved challenge value and its corresponding 
key. If it is valid, the connection target device sends a connection response 
message containing success of connection to the connection initiating device- 
otherwise, a connection response message containing information about 
wrong key is sento 

If connection target device consider this connection successfully established, 
it should add itself current connection number. 

Here, how to decide the challenge response value is correct or no is based on 
the method described in another patent application document " security 
mechanism" 

2. 2. 8 connection response sending 

The connection target device sends a connection response message 
according to the result of challenge response valude processing. The 
connection response message includes serial number of message, serial 
number of connection response message and connecting result. 



Field Name 


Content 


Value Range 


Serial number of 
message 


serial number of protocol 
message 


an unsigned integer 
more than 1 


Serial number of 
connection response 
message 


serial number of connection 
response message 


2 


Connecting result 


reply character string 


SUCCESS or 
OVERLOAD or 
ACCESSDENIED or 
AUTHENTICATE 



2. 2. 9 connection response process 



After receiving the connection response message, the connection initiating 
device can immediately judge the present connection is successful or not. 

3. disconnection 

After the connection relation is established between two devices, a connection 
disconnection can be performed at anytime. The connection disconnection 



includes two steps of connection disconnecting request and connection 
disconnecting request message processing. 

3. 1 disconnection request 

During the connection disconnecting request, any one of the devices (the 
initiating connection device or the target connection device) can both initiate a 
connection disconnecting request to the other device at any time to 
disconnect the established connection. The sent connection disconnecting 
request message includes serial number of message and reason for 
disconnecting connection (normal or protoerror). The names, contents and 



value ranges of respective fields are as shown in the 1 


following table. 


Field Name 


Content 


Value Range 


Serial number 
message 


of 


serial number of protocol 
message 


an unsigned integer 
more than 1 


Reason 

disconnecting 

connection 


for 


reasons for disconnecting 
the connection 


NORMAL or 
PROTOERROR 



In order to ensure that no fraudulent device connection disconnecting request 
occurs, the sending of the device connection disconnecting request should be 



transmitted according to the encrypting method defined in the security 
mechanism. 

3. 2 disconnection process 

During the connection disconnecting message processing, when any one of 
the devices with an established connection relation receives the connection 
disconnecting request from the other device, it regards that the present 
connection is disconnected, and at the same time, the both devices should 
decrease the connection numbers thereof 



4. Figures 

4. 1 figure— 1 peer to peer connection devices in home network 
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Peer device 3 



Peer device 4 



4. 2 figure — 2 device connection establish process 
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From: 
To 
Sent 
Subject 





2002-08-05 19:17 



|&#A; ZLKQ Y@PUBLIC.BT A. N ET.C N 
fej>2£ : wa_ngxyro/Legend @Lege nd 



wins 

"UtS: 010-82879058 

CONFIDENTIAL 



This email communication is confidential. Recipient(s) named above is(are) obligated to maintain secrecy and is 
(are) not permitted to disclose the contents of this communication to others. Thank you. 

— -- W&X dongyf/Legend il-j fwj 2002-08-05 19:15 

mm 

jiangshan WFWftttfM/tta 
2002-08-05 18:19 



2002. 8. 5 



1/25/2008 
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####################################### 

ffitt : 100085 

MiiSS :86-10-82878345 
#S : 82876633 

: 13801366919 
Email : jiangshan@legend.com 
htpp;// www. Iegend.com 

####################################### 

- — H\'&AJiangshan/Legend H-lf"J 2002-08-05 18:23 

->nm no or 10.11 WMftMOTM, 3lSttfc/W&lftfcXJ6SfcW££/!|X39 



CONFIDENTIAL 

*«ft«*WB«*. WflHS^ftBjSt*. *Jf«imHAiSSo *W*fto 

This email communication is confidential. Recipients) named aboved is(are) obligated to maintain secrecy and is 
(are) not obligated to disclose the contents of this communication to others. Thank you. 
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EXHIBIT D 

Gao, Helene 



From: wangxym@legend.com on behalf of wangxym@Iegend.com.cn 

Sent: Thursday, September 1 2, 2002 8:04 AM 

To: zlkqy@pubiic.bta.net.cn 

Subject: tt#&£h^tfktk (TO 3=flW#ff) 



**WJRWA: Jlftffl, AONtt* #"Jf«]/j^ ffcJB*** IKflUtt* ffttflL sjs 




Tel -(01 0)82879061 
Mail:wangxym@legend.com 
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